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Good cyber defense requires more 
than just technology

Governance is needed
Policies
Procedures
Employee security training

02.
Security can be a revenue generator

Customers expect security
Customers will pay for security
ISO 27001, BS 10012, SOC 2

03.
Data breaches are expensive 

Business loss, commonly 83%
Customer loss, commonly 21%
Loss of faith, trust, reputation
Data breach liability. PII, PHI

04.
Cloud providers don’t handle all
aspects of security

Office365, AWS, Azure require 
skilled security operators
Securing cloud workloads is the 
customer’s responsibility

05.
Cloud misconfiguration is common

Ease of deployment means
security decisions are being made 
for you
Anomaly detection and 
configuration protection necessary

06.
Cloud usage does not transfer
compliance or data breach risk

Cloud providers only handle some 
compliance controls
Most companies are unprepared 
for doing incident response in the 
cloud

07.
Nearly all data breaches have a
phishing component

Phishing can lead to stolen 
credentials, information loss and 
malware
Stolen credentials can allow system 
authentication for illegitimate users

08.
Insider threats have the largest
impact potential

Compromised/malicious 
employee
Compromised endpoint - work 
from home
Unsecured Core Internal Systems

09.
Data Breaches can Cripple your 
Company

Crippling Business losses
Customer loss (commonly 21%)
Loss of trust, reputation

10.
Your Data - But Your Client’s 
Confidentiality

Intellectual Property
Privacy breach = Extortion
Weak Cybersecurity and data loss 
can result  in irreversible damage 
to your company

11.
Cybercriminals LOVE Small Companies

It can’t happen to me. Yes it can!
Almost half of cyberattacks are
aimed at small businesses
Senior decision-makers at small
businesses belive they’re not likely
to be targeted

12.
Your Data IS your Business

Only 14% of SMBs are prepared to 
defend agains a data breach
$200,000 average cost
It’s not “if” it’s when
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introduction

 A 1000-foot view of Cybersecurity, this white paper zeros in on a handful of the most 
important cybersecurity issues and realities executives leading organizations need to be aware of. 
It could be the first step in a long-overdue evaluation of how secure your company data truly is – 
or isn’t.  
 
We want one of the takeaways to be the knowledge that securing your systems and data isn’t like 
implementing a global ERP system. It’s not going to take a year and cost a million dollars. Experts 
agree that the majority of ransomware attacks are easily preventable by following some of the 
information security concepts that we’ll address in this white paper.  

The fact is, a reasonable investment in your security today can protect you from a big liability 
down the road.  

Cyber-attacks and data breaches are becoming more prevalent, every day we read about another 
data breach, and this problem is affecting businesses of all sizes. We often hear customers tell us 
that they don’t feel that they are a high cybersecurity risk. Cyber attackers are opportunistic so if 
you are an easy target, you will be hacked.   

Preserving reputation and brand are always crucially important, especially in services-based 
industries. Any losses on that front are very hard to get back. But you can also be fined by the 
government when data breaches include customer or patient data.   

Finally and perhaps most important, management has a fiduciary responsibility to protect 
customer information. If you know you are not protecting that data, and that data is compromised 
through a breach, you could be held personally liability for gross negligence. 

Where demonstrated negligence is established, awards for legal settlements can be particularly 
damaging. Do you have cash reserves or cyber insurance to cover this risk?  

The buck stops with you.

Securing your systems

and data isn’t like

implementing a global

ERP system. It’s not going

to take a year and cost a

million dollars.



C-Suite Cybersecurity © 2021, strategic response systems, all rights reserved  |  03

governance is good for Business, your reputation depends on it

01.

03.

02.

Good cyber defense requires
more than just technology

Data breaches are expensive 

Security can be a revenue generator

Governance is needed
Policies
Procedures
Employee security training

Business loss, commonly 83%
Customer loss, commonly 21%
Loss of faith, trust, reputation
Data breach liability. PII, PHI

Customers expect security
Customers will pay for security
ISO 27001, BS 10012, SOC 2

 There are three key risk considerations that 
represent the majority of the most common issues 
our clients faced that caused them to seek the help 
of Strategic Response Systems.   
 
The first is Governance. A good IT and cybersecurity 
governance program is more than just technologies; 
it must include a plan for establishing specific 
company policies that are tightly bound to a 
strategic enterprise-wide IT security plan. This 
includes widespread employee training that SRS 
can also help with.

 Finally, data breaches are expensive. There 
is insurance for this but let’s face it, by the time you
pay the fines and collect your insurance, you’ve 
probably already lost a lot of your customers along 
with your brand reputation. 

 Second, security can be a revenue 
generator. Your customers may already 
assume you meet their security requirements. 
Emphasizing and/or reminding them how 
secure your systems truly are will only make it 
easier for them to do more business with you. 
They want to be compliant and if they know you
are too, it paves the way for more business 
opportunities.

Bonus Tip:
Leading

Cyber-Insurance Resources
Hiscox
Travelers  
Philadelphia
Cohen Partners NYC
(Broker: Insurance/ risk
management/ financial
solutions)
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does your company have a written cybersecurity policy?

04.

06.

05.

Cloud providers don’t handle
all aspects of security

Cloud usage does not transfer
compliance or data breach risk

Cloud misconfiguration is common

Office365, AWS, Azure require 
skilled security operators
Securing cloud workloads is 
the customer’s responsibility

Cloud providers only handle 
some compliance controls
Most companies are 
unprepared for doing incident 
response in the cloud

Ease of deployment means security 
decisions are being made for you
Anomaly detection and configuration 
protection necessary

 Today almost every client has some level of 
cloud infrastructure; from a cloud-first strategy, to 
sandbox development only uses. Cloud security is a 
central part of any cybersecurity policy.
   
It is very important to understand that cloud 
providers handle some security and compliance 
responsibilities but not all. In fact assuming cloud 
vendors handle end-to-end security is a common 
fallacy and a big mistake.  

 Often, basic configuration may be done for 
you upon initial cloud setup. Your cloud provider will 
at this time make many “out of the box” security 
decisions for you – which are useful and handy – 
but their baseline configuration is usually never 
sufficient for today’s growing cybersecurity needs.
 
Responsibility for data breaches remains with you, 
not your cloud provider. You must equip yourself 
and acquire the tools and techniques to address 
these issues yourself.

 Amazon Web Services makes it clear
that under their “shared responsibility model”
it is you, the customer, which is required to
securely operate your own cloud infrastructure. 
The same is true for platforms like Microsoft 
Azure and Google Cloud Platform. If you have 
not had a recent assessment of your cloud 
security, you may be susceptible to a wide 
range of attacks. It’s easy to find out and if you 
need help, it shouldn’t cost you an arm or a leg. 



C-Suite Cybersecurity © 2021, strategic response systems, all rights reserved  |  05

does your company have a written cybersecurity policy?

07.

09.

08.

Nearly all data breaches have a
phishing component

Data Breaches can Cripple your 
Company

Insider threats have the largest
impact potential

Phishing can lead to stolen 
credentials, information loss and 
malware
Stolen credentials can allow system 
authentication for illegitimate users

Crippling Business losses
Customer loss (commonly 21%)
Loss of trust, reputation

Compromised/malicious employee
Compromised endpoint - work from 
home
Unsecured Core Internal Systems

 Thirty-one percent of consumers 
discontinue their relationship with a company 
that has a data breach. Of those, sixty-five 
percent say they lost trust in the breached 
organization. Companies are less likely to see
a decline in stock prices if they have a strong 
security posture through investments in people, 
process and technologies.

 ”Human Hacking,” exploiting your 
employees and partners, remains one of the
single most common attack paths in data 
breaches. Stolen credentials allow for 
authenticated, but illegitimate emails to be 
sent throughout the organization bypassing all
email phishing controls. Work from home has
exacerbated this problem since people are
connected to networks that may be less 
trustworthy such as unsecured Wi-fi 
connections and hot spots.   

 People can compromise themselves 
via phishing attacks, or attacks can originate 
through malicious intent. Does your IT 
infrastructure have the means to detect such 
activity? If you do, that is great. Most company 
networks have few security controls once you 
authenticate and move beyond your VPN. By 
adding an additional layer of protection, you 
ensure crucial, core internal systems remain 
safe and secure as well.



Network Core
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don’t just lock the front door, install a wall safe

 The diagram below makes it clear that what is needed for true data security is a multi-
level/multi-layer security strategy. Think of it like a big wall safe in your office where all of your 
crucial data is stored. Security professionals call this defense-in-depth and it requires that no
single system or control be relied upon to enforce security. If your perimeter security is breached 
and you have no other internal controls, intruders can move about at will within your IT 
infrastructure. Your data gateway is a high value target, and cybercriminals know it’s often the 
least protected.

It shows all of the perimeter security that has been put in place and clearly shows what represents 
your unsecured network core; where perimeter defenses are relatively strong versus inside the
environment. Once an intruder gains access, they may stay for weeks, looking for the most 
valuable data to take or hold ransom. How will you know if you have an intruder? How long have 
they been in your system? This is where your access logs become quite important in answering 
these crucial questions.

If your end users have access without policies underpinning why they have that access, your risk 
profile for intrusion is high.

What about your users?

Do you have specific permissions for different categories of workers?
Are users allowed to install programs on their work computers?
Do users have access to local drives, or put files in certain OS directories?
Are users allowed to burn CDs or install an USB flash drive?
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don’t just lock the front door, install a wall safe

10.

12.

11.

Your Data - But Your Client’s
Confidentiality

Your Data IS your Business

Cybercriminals LOVE Small Companies

Intellectual Property
Privacy breach = Extortion
Weak Cybersecurity and data 
loss can result in irreversible 
damage to your company

Only 14% of SMBs are prepared 
to defend agains a data breach
$200,000 average cost
It’s not “if” it’s when

It can’t happen to me. Yes it can!
Almost half of cyberattacks are 
aimed at small businesses
Senior decision-makers at small 
businesses belive they’re not likely to 
be targeted

 Intrusion detection, end-user training, and 
strong policies & procedures can really make a 
difference in protecting your data. At the end of the 
day, large or small, if your company has something 
of value– someone is going to target you.

 According to insurance carrier Hiscox, sixty 
percent of companies go out of business within 
six months of being victimized. Do you have a 
Business Continuity Plan or a Disaster Recovery 
Strategy?

 And what’s worse is cybercriminals like
smaller companies because they don’t have 
the resources to combat them. Forty-three 
percent of cyberattacks are aimed at small 
businesses, yet only 14% are prepared to 
defend themselves against such an attack. 
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find the solutions that will Work for you

 The choices we have before us keep getting more difficult: productivity solutions for the
people part, automation software and strategies for the process management piece, and 
enterprise infrastructure approaches – including cybersecurity. We need to make decisions that 
result in a technology foundation that is both secure and yet nimble enough to adapt to meet the 
challenges and opportunities for the future.  

That’s what SRS does; we help our customers narrow down the options to get to the best 
decisions based on what goals you’re trying to achieve. One thing we can say for sure is there is 
never a one size fits all solution. Company challenges may share similarities, but the plan for a 
technology edge is always unique and company specific. 

If any of the questions we’ve asked raise concerns, what should be your next move?
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Where to now?

 SRS has developed a technique that can identify your IT and cybersecurity operational 
problems, report on gaps and vulnerabilities that exist within your environment, and provide an 
actionable roadmap to remedy known issues delivering an infrastructure positioned for growth.

Data protection is of high importance and your 
IT staff is probably stretched just doing their 
very important day to day system management 
tasks. The assessment of your business
processes and the right-sizing of control improvement recommendations is what we call our SRS 
Workscope. It’s done in partnership with your existing team and is conducted in three phases:  
 
1.

2.

3.
 

First we perform a discovery of your current state where we review your IT and cybersecurity 
controls and assess you based on your industry peers.
 
Then we design the ideal control set for you, the “to-be” state for your business that balances 
risk, spend, and operations complexity.
 
Finally we create the roadmap that will achieve the desired end state. This might include 
redeploying technologies you already have, sun-setting others, and implementing new tools, 
techniques, processes, and procedures. It is custom tailored to your specific needs.

Discovery Design Direction
Assessment of your IT and 
cybersecurity controls based 
on your industry, size, 
complexity and risk

Creation of an ideal "to-be" 
control state to cover IT and 
cybersecurity risk customized 
to your business

Prioritization of IT and 
cybersecurity improvement 
over time including budget 
and effort estimates

Stage 1 Stage 2 Stage 3



don’t let it risk keep you up at night
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What makes an SRS assessment different is, if you decide to move ahead with our 
recommendations and stay with SRS, the entire cost of the Workscope is applied to your 
implementation. 

If you’re ready to take the next step you can learn more about the Workscope process at
https://www.strategicresponsesystems.com/workscope. There you can watch a brief video 
and download the pricing options which are based on the size and complexity of your business.  

It’s time to start looking at IT audits as an opportunity vs. an expense. If you’ve been delaying 
because you didn’t know where to start, this can be a good beginning! 
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